
March 16, 2007

Open Letter

Re: Privacy Issues Associated With Wireless@SG

The Singapore GNU Group submits these comments in response to reports 
from Privacy International that Singapore is among the “black countries” in 
the world that are demonstrating the use of endemic surveillance on its 
citizens. The categories that Singapore had failed are “Constitutional 
Protection”, “Privacy Inforcement”, “Identity Cards and Biometrics”, “Visual 
Surveillance” and “Workplace Monitoring”.

The Singapore GNU Group is a non-profit, non-partisan organization 
dedicated to the defense and promotion of digital freedoms regardless of 
technology in Singapore - to educate the government, press and the general 
public about civil liberties issues related to technology. Among its various 
activities, the group stands opposed to technologies deemed dangerous to our 
digital freedom, launches global public campaigns, publishes leading edge 
proposals and papers, engages the press regularly and introduces a 
comprehensive archive of digital freedom information at:

singapore.gnu.googlepages.com

Wireless@SG offers Singapore an opportunity to address digital divide issues, 
to give more Singaporeans access to more information, to keep Singapore 
competitive with other countries offering free or low-cost wireless, and many 
other valuable social ends.

We are pleased that the IDA had already recognized the profound importance 
of proper privacy protections for Wireless@SG by requesting all the three 
vendors, SingTel, QMax and iCell, to put in place privacy policies and security 
standards to protect the privacy of its users. In doing so, the IDA has wisely 
made privacy a key policy standard for Wireless@SG.

We have surveyed the pertinent privacy issues associated with Wireless@SG 
and have provided some concrete questions to assist the IDA in addressing 
these issues in a meaningful manner.

http://singapore.gnu.googlepages.com/


The Importance of Privacy

Privacy is important because it gives individuals a zone of autonomy in which 
they can explore intellectual interests, personal relationships, and other 
socially valuable ends without fear of intrusion and oversight. The ability to 
speak one's mind without the burden of the other party knowing all the facts 
about one's identity can foster open communication and robust debate.

The right of privacy is the right to be left alone. It is a fundamental and 
compelling interest. It protects our homes, our families, our thoughts, our 
emotions, our expressions, our personalities, our freedom of communion, and 
our freedom to associate with the people we choose. It prevents government 
and business interests from collecting and stockpiling unnecessary 
information about us and from misusing information gathered for one purpose 
in order to serve other purposes or to embarrass us.

Singaporeans have the right to a network that respects privacy and autonomy, 
allowing users to explore what the Internet has to offer, including information 
about medical conditions and the use of online banking, without fear of 
surveillance or intrusion.

Protecting Privacy

Why are users enumerated, that is, assigned a unique ID which can be 
used to track an individual from session to session?

Computers accessing the Internet must be identified in order to route content 
to the appropriate user. Computers must also be identified when they "host" 
or provide resources to other users. However, in most situations, there is no 
requirement that a unique identifier be employed to keep track of what an 
Internet user does in a previous session. Linking session activity and creating 
a log of activities creates a profile of a user's activity.

We request for the IDA to change their current practice of assigning users 
with ID to a Free-For-All network, not unlike the system that could be found in 
local hot spots like McDonalds.

Will the IDA or the three vendors attempt to commercialize data 
collected?

The main goal of Wireless@SG is to bridge the digital divide. Much of the 
population affected by the divide cannot exercise choice in the market place 
and we therefore think it especially important that the IDA and the three 
vendors not bargain away privacy by commercializing Wireless@SG users' 
data.



Will the three vendors resist legal demands for its users' personal 
information?

When vendors are the vital link between individuals and the Internet, they 
face legal pressures from other network users, industries, and governments 
to disclose personal information. As courts have noted, users "who have 
committed no wrong should be able to participate online without fear that 
someone who wishes to harass or embarrass them can file a frivolous lawsuit 
and thereby gain the power of the court's order to discover their identities." 
Typically, when user information is sought, the vendor is the first entity 
informed of the request.

This issue is especially sensitive when the vendors are, as here, a state actor, 
and may therefore face additional pressures from government to provide 
information about individuals' Internet use. Except in circumstances where 
law enforcement presents a court order binding the vendor to secrecy, the 
vendor should inform the user of the request as soon as possible, and, in any 
event, the vendor should be prepared to litigate to avoid disclosing data if the 
request is legally insufficient.

How long will server logs be maintained?

As mentioned above, vendors can be the focus of extraordinary requests for 
users' data. As an intermediary, a vendor finds itself in a position to collect 
and store detailed information about its users and their online activities that 
may be of great interest to third parties. As a result, the three vendors must 
deal with requests from law enforcement and lawyers to hand over private 
user information and logs. Yet, compliance with these demands takes away 
from the IDA's goal of providing Singaporeans with reliable, private and 
secure network services.

Reducing the amount of time that the system stores user and transactional 
data will enhance privacy and reduce the costs and burdens of responding to 
requests for user data. Personal information about users should be kept only 
as long as it is operationally necessary, and in no event for more than a few 
weeks. Aside from reducing retention, privacy risks can be managed by 
eliminating or obscuring personally identifiable information or by tracking 
usage in the aggregate rather than by personal identifiers.

Clear policies will conserve resources, help safeguard private data, and 
preserve freedom of expression online.

Will there be balance in addressing unlawful users?

Malicious hackers and other bad actors will attempt to use the system. The 
IDA should strive to address these issues without punishing all users through 



identification requirements, such as the enumeration methods mentioned 
above. A few bad apples should not limit the network's ease of use for 
everyone else.

Where possible, unlawful uses should be addressed though techniques that do 
not involve identification. The service provider should track MAC addresses or 
usernames only after it determines that a specific computer is being used for 
unlawful purposes.

Thanks you for considering these comments. If we can be of further help, 
please feel free to contact the group.

Koh Choon Lin

Executive Director
Singapore GNU Group
singapore.gnu@googlemail.com
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